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ABDULLAH KUSPINAR

Personal Information:

Phone Number: +905372531518

Address: Kayisdagi Road, Apartment No:18, Atasehir/ISTANBUL

Email: abdullah.kuspinar@gmail.com

Linkedin: https://www.linkedin.com/in/abdullah-kuspinar/

Medium: https://medium.com/@abdullah.kuspinar

Birthday: 27.05.1995

Place of Birthday: Bursa

Nationality: Republic Of Turkey (T.C)

Marital Status: Single

Driving Licence: B-A2

Foreign Language: English — Upper Intermediate

Military Status: Military obligation has been completed in 18th of October 2021

Experiences:

September 2024 — Continued Getir A.$/GetirFinans — Information & Security Department

e Senior Cyber Security Engineer (Cyber Security Team
Member)

As a Senior Cyber Security Engineer at Getir A.S/GetirFinans, | have successfully led the Database
Activity Monitoring (DAM) project, ensuring its full implementation and management. | have
developed comprehensive DAM policies and alert mechanisms, enhancing Security Operations
Center (SoC) processes and strengthening the company’s data security framework. Additionally, |
have established data lifecycle processes to ensure end-to-end data protection.

| also serve as the administrator for the Data Loss Prevention (DLP) system, overseeing its
infrastructure maintenance and continuously improving its policies. | design and implement
customized DLP policies and blocking mechanisms tailored to business needs and regulatory
requirements such as BDDK and PCI-DSS. Moreover, | contribute to the development of data lifecycle
strategies within the DLP framework.

Furthermore, | manage Attack Surface Management (ASM) solutions, conducting attack simulations
on mobile applications, servers, and internal employees to assess organizational risk levels. These
findings allow me to provide executive reports on our attack surface and establish processes for
mitigating vulnerabilities.

Recently, | have been enhancing my expertise in Security Information and Event Management (SIEM)
solutions, as part of a newly implemented project, further expanding my skill set in cybersecurity
operations.
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July 2022 — September 2024 IBM — Security Sales Department

e Pre-Sales Technical Engineer (Security Software Sales
Team Member)

| worked as a Pre-Sales Technical Engineer in IBM, where | serve as the technical leader overseeing
the IBM Digital & Trust product portfolio in Turkey, specifically focusing on information security
products. My primary responsibilities revolve around managing various products within this
portfolio, including the DAM products Guardium and Guardium Insight, IAM products Verify Access,
Verify Governance, and Verify Privileged (Delinea PAM), UEM product MaSS360, and Fraud product
Trusteer.

Leveraging my extensive background, | also provide support for the Threat Management product
family, particularly the Qradar Suite. Within my role, | am tasked with elucidating the functionalities
of Digital & Trust products, orchestrating Proof of Concept (PoX) processes, overseeing product
installations, facilitating product development, implementing regulatory-compliant use-cases, and
addressing similar processes tailored to meet the specific needs of our clients.

Additionally, | am responsible for ensuring that all stakeholders within IBM’s ecosystem possess the
requisite expertise and proficiency in their designated product domains.

November 2021 — June 2022 Bitci.com/Cagdas Holding — Technology Department
e System Security Specialist

| worked in Bitci.com/Cagdas Holding, is a cryptocurrency company, as System Security Specialist. |
and my team manage PoC such as EDR, SIEM, Firewall and etc.

Also, we construct the security unit for the holding. In addition, | the necessary arrangements to
ensure compliance with regulations and standarts (1ISO27001 etc.). At the same time, it is one of my
responsibility to provide security and manage cloud systems(Aws, Gcp and etc.). Additively, | manage
Cyber Threat Intelligence Platforms, EDR and SIEM tools. | take the necessary measures in line with
the alarms that occur quickly.

Furthermore, | develop my redteam skills and perform the necessary tests in the company. Finally,
the team assist the DevOps team in case of need.

January 2021 — November 2021 Ciceksepeti.com/Lolaflora.com — Technology Department

e System Security Administrator ( Net & Sec Team
Member)

| worked in Ciceksepeti.com/Lolaflora.com is e-commercial company as System Security
Administrator. | and my team manage PoC such as EDR, SIEM, Firewall and etc. Also, we construct
the security unit. At the same time, it is one of my responsibility to provide security and manage
cloud systems(Aws, Gecp and etc.). In addition, | and my team the necessary arrangements to ensure
compliance with regulations and standarts.

Furthermore, | manage pentest and redteam processes. Additionally, in case of a cyber incident in
the company, | and my team ensure that the neccessary measures are taken quickly. Finally, the
team assist the DevOps team in case of need.
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November 2020 — January 2021 Yapi Kredi Teknoloji A.S — IT Security Management Department

e System Engineer ( IAM Team Member )

October 2019 — November 2020 Yapi Kredi Teknoloji A.S — IT Security Management Department
e Asistant System Engineer (IAM Team Member )

| worked in Yapi Kredi Teknoloji A.S that is one of the most valuable brand in Turket about 1.5 year. |
and my team integrated Sailpoint IQ Application for the bank. Thanks to this integration, all identities
and accesses are controlled and managed from one authority.

Also, | manage and monitor Cyberark Application for Privileged Access Management, Symantec VIP
Access and Jaguar. Besides, | write scripts with using Python and Powershell for providing Cyberark
automation such as reports, sending mail, alerts. In addition, the other one of my tasks is to maintain
about 50 servers that are under our responsibilty such as backup, patching, configuration.

Furthermore, | discover vulnerability on servers with using Tenable Application. After that, | close
vulnerabilities and report the results to my manager. Additionally, | participate Multi-Factor
Authentication meetings and designate the policies of MFA for bank’s systems.

July 2019 — August 2019 Gais Siber Giivenlik Teknolojileri
e Intern
February 2019 — June 2019 Yeditepe University

e Undergraduate Student Assistant

Educations:
2014 -2019 Yeditepe University — Faculty of Engineering
e Computer Engineering (100% English)
2014 - 2023 Anadolu University — Faculty of Administrative
e Public Administration (Open Education)
2013-2014 Yeditepe University — Prep School

e English Education for Faculties During 1 Year

Certificates:

- 20211S0 27001:2013 Information Security Management Systems Auditor / Lead Auditor — Examplar Global

*Certification Number: EG_27001 LA GL 21 04 0001
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- 2020 Cyberark Trustee Certification— CyberArk Official
*Certification Number: 1086628

- 2017/2018 Certificate of Completion — Cisco Networking Academy/Ag Yoneticileri Dernegi
*Mobility Fundamentals

- 2017/2018 Certificate of Completion — Cisco Networking Academy/Ag Yoneticileri Dernegi
*Introduction to Cybersecurity

- 2016 Certificate of Appreciation — Kocaeli Belediyesi ve KOSKEM
*Volunteer Lifeguard
- 2014/2015 Fall Semester Certificate of Honour — Anadolu Universitesi

*Public Administration

Badges:

- 2024 IBM Security Guardium Data Protection Sales Foundation — IBM

- 2024 IBM Security Guardium Data Encryption Sales Foundation — IBM

- 2024 IBM Security Guardium Insight Sales Foundation — IBM

- 2024 Partner Ecosystem Sales Foundation — IBM

- 2024 IBM Security Identity & Access Management Sales Foundation — IBM
- 2023 Global Sales School/Sales Activation— IBM

- 2023 Architectural Thinking For Security — IBM

- 2023 Data Security Sales Foundation — IBM

- 2023 IBM Security CIAM Technical Sales Intermediate — IBM

- 2023 IBM Security Randori — Attack Surface Management Technical Sales Intermediate — IBM
- 2022 IBM Security Guardium Sales Foundation — IBM

- 2022 IBM Security Verify Sales Foundation — IBM

- 2022 IBM Cloud Pak for Security Sales Foundation — IBM

- 2022 IBM Security QRadar XDR Sales Foundation — IBM

Abilities & Specialties:

e Python, Powershell, Java, C, Verilog

e Database Activity Monitoring (DAM)

e Data Loss Prevention / Data Leakage Detection and Prevention (DLP)
e Identity and Access Management (IAM)

e MSSQL / Database Management

e Data Security - Guardium Family (Guardium, Guardium Insight)
e Privileged Access Management(PAM)

e Unified Endpoint Management(UEM/MDM)

e  Multi-Factor Authentication(MFA)

e Server Management

e Attack Surface Management (ASM)

Clubs:

- Search & Rescue of Yeditepe University — YUDAK
*Member of Board of Directors
- 7tepe Computer Community
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Interests:

Embedded Systems

Cyber Security

Making World’s Coffee / Barista
Basketball

Climbing

Weapons/Military Technology
Aviation

Robotics

Basketball

Politics

Motorcycle
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References:

- Osman DOGAN - GAIS Siber Giivenlik Teknolojileri — CEO

- Kerem Kulduk - Yapi Kredi Teknoloji A.S — Manager of IAM Department

- Levent GOKAKIN - Yapi Kredi Teknoloji A.S — Senior System Security Engineer
- Arda Eralp — IBM Turkey — Senior Pre-Sales Technical Engineer

- Alper Cayagzi — IBM Turkey — Senior Sales Specialist

- Murat Aydogan — Getir A.S/GetirFinans — Cyber Security Engineering Manager
— Ciceksepeti.com/Lolaflora.com — Cloud Network & Security Team Leader

- Prof. Dr. Sezer Géren UGURDAG - Yeditepe University — The Chair of Computer Engineering

*NOTE: The phone number of the references will be provided upon request.



